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THE PHYSICAL WORLD

HEALTH PROACTIVE MEASURES

RESPONSE TOOLS

PROACTIVE MEASURES
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OUT SOURCING

HEALTH PROACTIVE MEASURES

Hacking Simulations 

Proactive Intelligence 

Offensive Minded 
Assessments 
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So… what does it take to bypass a $ 105M 

security budget?
* Best of bread Antivirus software

* EDR – (Endpoint Detection Response) Endpoint protection advanced 

systems
* Cisco AMP – malware protection- intelligence system 

* IPS / IDS- Intrusion Prevention and Detection System 

* Firewalls, network, DB and WAF

* Anomaly detection advanced analytics security system

* SIEM , IR team….. And on and on an on…..
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Phishing Social Engineering The Payload 

The COST
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3 DAYS OF ROAMING AROUND THE NETWORK

Internal Port 
Scanning

Internal 
vulnerability 

scans
Network 

“hopping”

Data recon
(67 user names 
& Passwords 

acquired)

26 Machines 
“Admin take over”

POSITIONING ESTABLISHED

SECURITY IN 
PLACE
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CYBER SECURITY vs 
CYBER DEFENSE

In Closing

Thank you!


