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CYBER SECURITY (HEALTH) VS CYBER DEFENSE
(PROACTIVE MEASURES)

THE PHYSICAL WORLD

HEALTH PROACTIVE MEASURES
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CYBER SECURITY (HEALTH) VS CYBER DEFENSE
(PROACTIVE MEASURES)
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THE REALITY

\
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So... what does it take to bypass a $ 105M

security budget?
* Best of bread Antivirus software

* EDR - (Endpoint Detection Response) Endpoint protection advanced

7

systems

* Cisco AMP — malware protection- intelligence system
*IPS / IDS- Intrusion Prevention and Detection System
* Firewalls, network, DB and WAF

* Anomaly detection advanced analytics security system

o

*SIEM, IR team..... And on and on an on.....
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>u @ 25$ holiday present!

Hi Claire Freeman,

HappyVoucher, in collaboration with S s proud to
give employees a free holiday present!

As a —employee. you get a 258 coupon for any one
of your favorite retailer, including Amazon, iTunes, Google play
store, Walmart and many more. You can select your preferable
retailer and receive the gift card straight to your mailbox.

You can download the document here:

hitp://happyvoucher. me/download/cGOQL7zM/25-voucher-
selection.doc

In document you will see a list of available retailers. Just choose
your favorite one and send it back to this mail address.

Social Engineering The Payload

Maddie's l-‘nwn-'ile Food

Fileless Malware Loaded Into Memory via
PowerShell
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THE EXECUTION CYBERHAT

proactive cyber defense

3 DAYS OF ROAMING AROUND THE NETWORK

Data recon
Network (67 user names 26 Machines
“hopping” & Passwords “Admin take over”
acquired)

Internal
vulnerability
scans

Internal Port

Scanning

POSITIONING ESTABLISHED

TWO-FACTOR AUTHENTICATION PROTECTS YOUR ACCOUNT
S E c U R I T Y I N IN THE EVENT THAT YOUR PASSWORD IS STOLEN.

SOPHOS

X e o




THE EXECUTION
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Thank you!
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